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IosicHuTeIbHAA 3aNIMCKA

[Iporpamma BHeypouHoii nesrenpHOCTH «MHDOpMannoHHas 0e30MacHOCThY
COCTaBlieHa Ha OCHOBE (heAepalbHOTO0 TOCYJAapCTBEHHOTO O0pa3oBaTENbHOIO CTaHAAPTa
cpeaHero oOmiero o0Opa3oBaHus MO MPEIMETHBIM 00pa3oBaTelbHbIM 00JacTIM «MaremaTtuka u
uHpopmatuka», «OCHOBBI OE30MACHOCTH U 3aIIUTHI POTUHBDY.

eabro wusyuyenus kypca «HpopmannoHHas 0€30HaCHOCTh »  SABISIOTCS
obecriedeHrne yCIOBUH Juid NPO(UIAKTUKH HETAaTUBHBIX TEHJIEHIMHA B HH(OpPMAIMOHHON
KYJIbType y4yallluxcs, MOBBIIICHUS 3aLIUILEHHOCTH 1eTe OT HHPOPMALMOHHBIX PUCKOB U YIpo3,
u (popMupOBaHNE HaBBIKOB CBOCBPEMEHHOI'O pAaCIO3HABAHMS OHJIAMH-PUCKOB (TEXHUYECKOTO,
KOHTEHTHOI'0, KOMMYHHMKAIlUOHHOIO, IIOTPEOUTENILCKOTO XapakTepa M pHUCKa MHTEpHeT-
3aBUCUMOCTH).
3ajaum NporpaMmabi.
1. copMHupoBaTh OOMIEKYIbTYpHBIE HaBBIKM paboThl ¢ wuHpopManmend (yMeHHS,
CBSI3aHHBIE C IIOUCKOM, IOHUMaHUEM, OpraHU3aLuel, apXuBUpoBaHueM LU(ppOBOH HHOpMaIK
U ee KPUTHYECKUM OCMBICICHHEM, a TaKXKe C CO3/JaHueM HMH(OPMAIMOHHBIX OOBEKTOB C
MCTIOJIb30BaHNEM HU(POBBIX PECYPCOB (TEKCTOBBIX, H300Pa3UTEIbHBIX, AyAHO U BHJIEO);
2. co3llaTh YCJIOBUS JUld (OPMHUPOBAaHUS yMEHUI, HEOOXOOUMBIX Ul pa3iIMyYHBIX
¢dbopM KOMMYHHKaUHU (3JIEKTPOHHAS TOYTA, YaThl, OJOTH, (GOPYMBI, COIMATIBHBIE CETH U JIp.) C
Pa3IMYHBIMM LEISIMHU M OTBETCTBEHHOI'O OTHOILIEHUS K B3aUMOJCIHCTBUIO B COBPEMEHHOMU
MH(OPMALMOHHO-TEIEKOMMYHUKAIMOHHON Cpee;
3. chopMUPOBATh 3HAHUS, MO3BOJIIOMKE dPPEKTUBHO M 0€30MacHO HCIOJIL30BaTh
TEXHUYECKME M MpOrpaMMHbIE CpPEICTBAa JJS pEIIEHUs pa3IM4YHbIX 3a7ady, B TOM YHUCIIE
UCIOJIb30BAHUS KOMIIBIOTEPHBIX CeTel, 00JIaYHbIX CEPBUCOB U T.I1.;

4, c(OpMHpOBATH 3HAHUS, YMEHUS, MOTHUBALMI0 U OTBETCTBEHHOCTb, MO3BOJISIOIINE
pemarb ¢ MOMOIIbI0 IU(POBBIX YCTPOWCTB U MHTEPHETA pa3IMYHbIE NOBCEIHEBHBIE 3aJayd,
CBSI3aHHBIE C KOHKPETHBIMHU XKMU3HEHHBIMU CUTYalUsIMM, MPEANOIararmliMi yJI0BIETBOPEHUE
Pa3IMYHbIX TOTPEOHOCTEH;

5. c(OpMHPOBATH HABBIKU IO MPO(UIAKTUKE U KOPPEKLUH 3aBUCHUMOTO IOBEIECHUS
IIKOJIbHUKOB, CBSI3aHHOTO C KOMIIBIOTEPHBIMU TEXHOJIOTHSAMHU U IHTEpHETOM.

O01mas xapakTepuCTHKA Y4eOHOI 0 Kypca

Kypc BHeypouHoii nestenbHocTH «MHDOpMannoHHas 0€30MacHOCTb) SBISETCS Ba)XKHOU
COCTaBJIsAtOLIeH pPaboOThl ¢ OOyYarOIIMMUCS, AKTUBHO MCIOJB3YIOIIMMHU DPAa3JInYHbIE CETEBbIE
¢opMbl 00mIeHHS (COIMAJIbHBIE CETH, WIPbI, Mp.) C IEIbl0 MOTUBALMM OTBETCTBEHHOI'O
OTHOILIEHMSI K 00ECIeYeHUI0 CBOEH JIMYHOW 0e30IacHOCTH, O€30MaCHOCTH CBOEH CeMbU U CBOMX
JpYy3€H.

IIporpamma kypca paccuMTaHa Ha 68 ydeOHBIX 4YacoB. BHeypouHOH aedTenbHOCTH
«HpOopManmonHas 6€301acHOCTh » OTBOAUTCS 1o 2 yaca B Henmenro B 10 kimacce.

IInanupyemsle pe3yJbTaThl 0CBOEHUSI y4eOHOI0 Kypca
JInyHoCTHBIE:
— TOTOBHOCTB M CITOCOOHOCTB K CAMOCTOSITEIbHOM, TBOPUYECKOI 1 OTBETCTBEHHOM JIeATEIbHOCTH;
— FOTOBHOCTb M CIIOCOOHOCTH K 00pa30BaHMIO, B TOM YHCIIE CaMOOOpPa30BaHHUIO, HA MPOTKEHUU
BCEH JKU3HU,
— CO3HATEIHHOE OTHOIICHNE K HEMTPEPHIBHOMY 00pa30BaHHIO KaK YCIOBHIO YCIEITHOM
npo¢eCCUOHAITBHON U OOIIECTBEHHOM JACSITEIHHOCTH;
— 3CTCTUYECCKOC OTHOIICHUE K MHUPY, BKIIIOYAsA 5CTECTUKY HAYUHOTO U TCXHUYCCKOI'O TBOPUCCTBA,



— OCO3HaHHBIH BBIOOP Oynmymiedl mpodeccurn W BO3MOXKHOCTEH peaau3alui COOCTBEHHBIX
KU3HEHHBIX TUIAHOB; OTHOIICHHE K MPO(EecCHOHANBHON AeATeIhHOCTH KaK BO3MOXKHOCTHU
ydyacTuss B PpEUICHUH JIUYHBIX, OOLIECTBEHHBIX, T'OCYIapCTBEHHBIX, OOIICHAIIMOHAIbHBIX
npooeMm.
MertanpeamMeTHble:
— YMEHHE CaMOCTOSITEIBHO ONPEAEIATH 1IeNIU ACITeIbHOCTH U COCTABIISTD IUIAHBI I€ATEIbHOCTH;
— CaMOCTOSITENIbHO OCYIIECTBIISITh, KOHTPOJIUPOBATh U KOPPEKTUPOBATH ACATEIHLHOCTD;
— yMEHHMEe TMPOAYKTUBHO OOMIaTbcs U B3aUMOJCHCTBOBATH B MPOIECCE COBMECTHOMU
NeSITeNIbHOCTH;
— BIAJCHME HaBbIKAMU I[I03HABATEJIbHOM, Y4eOHO-HCCIEIOBATENIbCKOM M MPOEKTHOMN
JESITeIbHOCTH, CIIOCOOHOCTh M T'OTOBHOCTh K CAMOCTOSITEIBHOMY IOMCKY METOAOB pEILICHUS
MPAKTUYECKHX 3a7ay;
— TOTOBHOCTh M CHOCOOHOCTH K CaMOCTOSTEIBHOH HH(POPMAIMOHHO-TIO3HABATEIHHON
JeSITeNIbHOCTH, BKJIOYash YMEHUE OPHUEHTHPOBATHCS B PA3IMUYHBIX HCTOYHHMKAX HHGOpMAaIuH,
KPUTHYECKH OIICHWBAaTh W HMHTEPIPETUPOBATh HH(MOPMAIHMIO, MOIYYaeMyI0 U3 Pa3IUYHBIX
HUCTOYHUKOB;
— YMEHHE HCIIOJIb30BaTh CPEACTBA HH(POPMAIMOHHBIX M KOMMYHHUKAIIMOHHBIX TEXHOJOTHMA
(mnanee — MKT) B pemieHuu KOTHUTHUBHBIX, KOMMYHUKAaTUBHBIX U OPraHU3alMOHHBIX 3a7ad C
COOJIIOICHUEM TpeOoBaHMI IPrOHOMUKH, TEXHHUKHU 0e30IacHOCTH, TUTHEHEI,
pecypcocOepexeHusi, IPaBOBbIX U STUYECKUX HOPM, HOPM MH(OPMAIIMOHHOM 6€30MacHOCTH;
— yMmenue ucnoisb3oBath cpeinctsa MKT npu mocrpoeHnn Ou3HEC MpPOIECCOB B Pa3iIMUHBIX
chepax KUZHEACATENIHHOCTH B COOTBETCTBUHU C OOIIEH KOHIEMIMEW Ppa3BUTHsS TEXHOJOTHUI
CBSI3HU.
— YMEHHE HACTpauBaTh JOMAIIHWE U O(PHCHBIC CETH CBS3H, a TAK)KE OCO3HAHHO HCIIOJIB30BaTh
TEXHOJIOTUU CBSI3U, 3aJI0)KEHHBIE B YCTPOWCTBA CBSI3M, TaKHE KaK CMapT(OHBI, KOMITBIOTEPHI,
MUKPOKOMIIBIOTEPHI U YMHAsi ObITOBAsi TEXHUKA.
— YMEHHUE BHEJPATH MHHOBAIIMY HA OCHOBE KOHIICTIIIUN WHTEPHETA BEIEH.
IIpeamerHbie:
— OBNQJICHHE CHCTEMAaTUYECKUMHU 3HAHMSIMH U MPUOOPETEHHE ONbITa OCYUIECTBICHUS
1esecoo0pa3Hoi U pe3yabTaTUBHOM NeSTEIbHOCTH;
— pa3BUTHE JIOTUYECKOT'O MBIIUICHUS;, YMEHUE MPUMEHSTh MpPEIMETHbIC 3HAHUS MPHU PEIICHUN
MPAKTUYECKHX 3aJ1a4 U OLIEHWBATh MOJy4YeHHBIEC PE3yIbTaThL;
— pa3BUTHE YMEHUU MPUMEHSTh U3yUCHHBIC MMOHATHS, PE3YIbTAThl, METOJIbI JJIs PEIICHH 3a]a4
MPAaKTHYECKOTO XapakTepa H 3aJad W3 CMEXKHBIX IUCHUIUIMH C HWCIOJB30BAaHUEM MpU
HE0OXOIMMOCTH CIIPABOYHBIX MAaTEPHATIOB, KOMITBIOTEPA;
— pa3BUTHE MHHOBAIMOHHOW TBOPYECKOM NEATETHLHOCTH OOYYaIOLIMXCsS B MpOIecce pelIeHus
y4eOHBIX 337124,
— OCO3HAHME POJIM TEXHUKHU U TEXHOJOTUH /ISl IPOTPECCUBHOTO pa3BUTHS OOIIECTBA,
(bopMHpOBaHUE IIEJIOCTHOTO MPEACTABICHUS O TeXHOoc(hepe, CYIIHOCTH TEXHOIOTHYECKOM
KYJIbTYpPBI U KYJIbTYpHI TPYa;
— OBJIAJICHUE METOJAaMHU PEIICHUs] TBOPUECKUX 33/1a4, OIIEHKH BO3MOXXHOCTEH M MCTIOIb30BAHUS
CETEeBBIX YCTPOMNCTB, MPUMEHEHHUE MPSMBIX COSIMHEHUN MEXIy YCTpOICTBaMH, pa3BepThIBaHUS
CeTeH CBSI3M,
— pa3BUTHE YMEHUH TPHUMEHATH TEXHOJOTMH TMPEACTaBICHUS, TMpeoOpa3oBaHusl U
WCTIOJIB30BaHUsT MH(OPMAIIUH, OIICHWBATh BO3MOXKHOCTH M OOJIACTH TPUMEHEHHS CPEICTB U
uHctpymeHToB KT B coBpeMEHHOM NPOU3BOICTBE;
— pa3BUTHE CIIOCOOHOCTHM K HEMPEPHIBHOMY C€aMOOOpa30BaHUIO, OBJAJIEHUIO KIIOUEBBIMU
KOMITETEHTHOCTSIMHU, COCTaBJISIOIIIMHI OCHOBY YMEHHUSI:
CaMOCTOSITETLHOMY TIPUOOPETEHUIO M MHTETPAllMU 3HAHWN, KOMMYHUKAIIUA U COTPYIHHYECTRY,
3¢ PeKTUBHOMY paspernieHuto mpodiaeM, OCO3HAHHOMY HCIOJIb30BaHUI0 HH(POPMAIIMOHHBIX M
KOMMYHHKAITMOHHBIX TEXHOJIOTUHA, CAMOOPTaHU3ALIUN U CAMOPETYISIINU;

— obOecrnieyeHne npodheccuoHaIbHON OpueHTAIMH 00yJatoIIUXCsl.



CoaepsxaHue BHEYPOYHOM AeATEJbHOCTH
1. Cern nepenaum mnanHbix. BBognoe 3ansarue. Cetb MurepHet. Ilakerneie cetu. Ilepemaua
JaHHBIX MMaKeTHBIM criocobom. Cetn mepenayn JaHHbX. Ycnyru B IP-ceTsx.
Knaccudukanms cereit csazu: or PAN 1o GAN. M3yueHue 371eMEHTOB CEeTH Mepeavyn JaHHBIX C
UCIOJIb30BaHUEM ceTeBOW MHPpacTpykTyphbl kiacca TC. Bumer cereBoro kaOemns. [TpuHIumb
nocrpoenust cereil mepenaun AanHbix. lluna nanneix. [luna, 3Be3nma, xonbuo. CoeanHeHue
ycTpoiicTB uepe3 Konuenrparop (hub). Coenunenne ycTpoicTB TOYKa-TOYKA.
2. O6opynoBaHHe W TEXHOJIOTHH Nepeaavyu JaHHBIX, ceTeBble HHTepdelicbl. Yposau OSI.
Crex TCP/IP. Konuemnius 3TajJOHHOW MOJEIU B3auMOJCHCTBUS OTKpBIThIX cuctem (OSI).
Konnenmus creka TCP/IP. Pacnonoxenue u 3amaun pusnyueckoi cpeasl nepenaun, Ethernet, IP,
TCP, UDP, u mpotokonoB npukiaaHoro ypoBHs. O6opynoBanue mnepenaud naHHbIX: [IK,
cepBep, kourentpatop (hub), kommyrarop, wmapmpyruszatop. CereBbie HHTEpEHCHI
obopynoBanusi u ux napamerpsl. COOp JaHHBIX O TEXHUYECKUX XapaKTEPUCTHKAX DJIEMEHTOB
ceTH mepefaun NaHHbIX. Pabora «BusyanbHOe 3HAKOMCTBO C CETEBOW MHPPACTPYKTYpOil Kiacca
TC»: uzydenue ycTpoilcTB ceTeBoi HHGPACTPYKTYpHl kiacca TC U 31eMeHTOB, BXOSIIUX B €T0
cocraB. Pabora «lIporpaMMHOe 3HAKOMCTBO C ceTeBoW HMHGpACTpyKTypor kimacca TCx»:
U3Y4YEHHE MPOrPaMMHOI0 OOECIEeUEHUsl 3JIEMEHTOB KOMILIEKTAa CETEBOH HH(PPACTPYKTYpbI
kiacca TC.
3. Onepamuonnbie cucrembl 4yactb 1. OC Windows u Linux, ocobennoctu (haiiioBoit
cuctembl, mc. Konconbable koManpl. Pabota «/leiictBus ¢ daitmamu»: UCnoab30BaHUE KOMaH/
uHTepdeiica KOMaHTHONW CTPOKH Uil yrpaBieHus katanoramu u ¢aiimamu B OC Windows u
Linux. Pabora «IIpaBa mocTyma W CO3JAaHHE YYETHOW 3alMCH IOJIL30BATENs». J00aBICHUE
HOBOW YYETHOH 3aIlMCH TOJIb30BaTeNs B onepanuonHoi cucteme Windows m Linux, u3ydenue
npaB jgoctyma K (aiimaMm B cHUCTeMax C MHOTOINOJB30BATEIbCKHM PEXKHMOM, H3yYCHHE
BO3MOXXHOCTEH TOBBIIIEHHUsS] MOJIHOMOuUMd. Pabora «YmpaBieHue mnpoieccaMuy»: HU3y4eHUE
paboThI qucmeTyepa 3aa4 ¥ OCHOBHBIX MPHHIIMIIOB YIIPABIEHUS MPOLECCAMU B ONEPAIIHOHHON
CHCTEME.
4. OnepaumnoHHble cucTeMbl YacTh 2. Pabota «OCHOBHBIE aCHEKThl paOOThl B KOHCOIU»:
M3yYeHHE OCHOBHBIX aCIEKTOB paboThl B KOoHCOIM KoMibiorepa B OC Windows u Linux.
JlaHHBIE O CETEBBIX IMOJAKIIOYEHHAX B ONepalroHHOH cucteme. Pabora «CeTeBble yTUIMTHIY:
cereBbie yruuuthl (ipconfig/ifconfig, ping, traceroute, ip-route, netstat, nslookup/dig, netsh) B
OC Windows u Linux. Pabota «OCHOBHBIC acreKThl pabOThl B KOHCOJIH MapLIpyTH3aTOpay:
3HaKOMCTBO C OCHOBHBIMH NpPHHLIMIIAMU paboThl ¢ UHTepdericoM KOMaHAHON CTPOKHU
ONEpaLlMOHHOM  cucTeMbl — MapuipyTtuszaropa. Pabora  «DNS-kiaMeHT»:  NpUMeHeHHe
CTIEIMAM3UPOBAHHBIX Tporpamm uis otnpaBku DNS 3anpocoB u momyuernns DNS 3amuceii.
Opranu3anys ¥ MoAKJII0YeHNEe POBOJHOM CeTH Nepenadyn JaHHbIX. PaboTa «3HaKOMCTBO ¢
MPOBOJIHOM CETHIO KOMIUIEKTa ceTeBOM MH(ppacTpykTyphl kiacca TCy»: m3ydeHHe ycTpoicTBa
KOMIIBIOTEpHBIX cerell Ha npumepe IIK, mapmpyrusaropa cepsepa. PaccMoTpeHne nmpoBogHoOn
CETH CBS3U KOMIUIEKTa ceTeBol MH(ppacTpykTypsl kiacca TC. M3yuenue ceTeBbIX Kabened u
CBETOBBIX WHAMKATOPOB CETEBBIX HMHTEP(HENHCOB, UCTIONB3YEMBIX B CETEBOM HHQPACTPYKTYpe
kiacca TC nns mocTpoeHMs ceTu mepefaud JaHHbIX. BeO-cTpaHuiia BeOG-cepBepa KOMILIEKTa
ceteBoil nHppacTpykTypsl Ki1acca TC. PaccMoTpenune paboToCoCOOHOCTH CETH MTPU BBIXOJIE U3
CTpOSl 3JIEMEHTOB KOMILIEKTa ceTeBoil MHppacTpykTypsl kiacca TC. M3yuenue nepenaBaeMoit
unpopmarmu B IP-cetn. Ctex TCP/IP. Ilonsarue cereBoro mportokona. [Tonstue mogenn OSI.
Crex npotokosioB TCP/IP. CpaBuenne npotokosoB UDP u TCP. [punimmsl paboTsl BeO-
crpanuil. BeO-kiuent. BeO-cepBep. Texnomoruun DNS/HTTP. HW3syuenwe yporneii OSI.
AnpecHas uHbopMaIus KaHaJIbHOTO, CETEBOTO U TPAHCIIOPTHOTO YPOBHSI. AJlpecalus B
nakeTHpix cerax. MAC-aapec, IP-ampec, Ttpancnoptheiii mnopt. Ilporpamma ananmsa
nepeaaBaeMbix nanHbix Wireshark. Pabora «M3yuenne nepemnaBaemoii napopmarmu B IP-ceTuy»:
u3yueHue npoPecCHOHAIBPHOIO MHCTPYMEHTa [UId IlepexBara W aHajdu3a WH(OopMaluy,
nepenaBaeMoii no cetu. Mcnonb3oBanue GuabTpauu JaHHbIX. PaccMoTpeHne NpUHIUIIOB
paboThI BeO-cepBepa M BeO-KIMEHTA, a TAK)Ke MOHATUI JTOMEHHOTO UMEHH U MPpoToKosI0B DNS u



HTTP. Pabora «M3y4yenue yposueir OSI»: uzydeHne mpoTOKOJIOB, UCIOIb3YEMBIX B MOJICIH
OSI na HCT. IlepexBar makeToB MpH oOpalmieHnH K BeO-CTpaHnUYKe. AHAIN3 CTeKa MPOTOKOJIOB.
[Touck anpecHoi nHpopMauu KaHaIbHOTO, CETEBOI0 U TPAHCIOPTHOTO YpoBHSA. M3yuenue
JaHHBIX, TTepenaBaeMbIX B mpoTokonax DNS u HTTP.

5. luTepHeT MPOTOKOJ H BCIOMOrareibHbie npoTokobl. Marepuer npotokon (IP). IPagpeca u nx
knaccel. Ipv4 u IPV6. Anpec moacetn. Macku mojcereil. Pacuer umcina yCTpOWCTB B CETH.
[Ipotokon ICMP. Ilpunmun padotsl npotokona ARP. Pabora «IIpotokon IP»: 3nakoMcTBO €
OPUHIUIAMA ~aJIpecaly W MapmpyTu3anud B ceTH MHTepHeT, wu3ydyeHue Imporecca
¢bparmenTanuu nakeros. Pabota «BcrnomoraTenbHbI TPOTOKOJ CETEBOTO YPOBHSI»: 3HAKOMCTBO
¢ mpuHuunamu pabotsl mportokona ICMP u wucciaenoBaHune mpuMepoB CHEHApHEB pabOTHI
npotokosia ICMP. Pa6ora «IIporokonsr TCP UDP»: 3HakoMcTBO C mOpHHIHMIAMU PaOOTHI
npotokonoB UDP u TCP, uzydenue cueHapueB pabOThl 3TUX MPOTOKOJIOB, a TAaKXKE CPaBHEHUE
MPOM3BOAUTEILHOCTH MPOTOKOJIOB C TIOMOIIIBIO YTHIUTHI iperf.

6. Kuuenr-cepBepnas apxurexktypa. KoHdurypamms cereBbix uHTepdeiicoB u
Mmapuipytuszauuu. |P-agpecanms u koudurypamus |P-agpecoB Ha ceTeBBIX YCTpOWCTBax.
CereBoie uHTepdelicel. Kondurypanuss wmapmpyruzatopa. Mapmpyruzanus. Hacrpoiika
B3aMMOJICIICTBUSL HECKOJIbKHX ceTeil. PyyHoe u aBTromartnueckoe HasHaueHue |P-agpecos.
Pa6ora «/lo6asnenue 1K B ceTb B pyunom pexume»: Hactpoiika Ha [1K anpecanuu mist paboTsl
B MIPOBOJIHOW CeTH. YKa3zaHUE C MOMOIIbI0 rpadudeckoro uarepdeiica nmporpammer Wicd - IP-
anpeca, cereBoil macku, nutro3a U DNS-cepsepa Ha [IK. Copoc [P-agpeca na IIK, mpoBepka
paboThI ceTeBhIX OMONMOTEK C MOMOMIBIO MporpaMMbl gnome-nettool, HacTpoiika [P-agpeca Ha
ITIK ¢ momorpeio mporpammel Wicd, cbop uH(bopMmaimu 0 paboTe KaHAJIBHOTO YPOBHS C
moMoIIpi0 yTimT mii-tool u ethtool. Pabora «Mapmpyruzanus 1K TpeHakepa»: m3ydeHue
tabiuiel Maprupytuzanud IIK ¢ momomisio rpaduyeckoit mporpamMbl  gnome-nettool u
KOHCOJIBHOM KOMaH IbI Ip route.

7. Konpurypanus cereporo odopynoBanusi. [lonarue xiauent u cepsep. [Iporokon DHCP.
Cepep DHCP. CepBuc nomennsix umen (DNS) u pabota 6payzepa (HTTP/HTML). Cepsep
DNS. Web-cepeep. Koudurypanus cereBbix uHTepdeiicoB m Mapupyruzanud Ha [IK u
Mmapuipytuzarope. Pabora «Jlo6asnenue IIK B ceth B aBTOomMaTtmueckoMm pexume (DHCP)»:
Hactpoiika DHCP-xmmenta wa IIK  mgis  aBromarmueckoro monydeHust  IP-aapeca.
Hcnons3oBanue rpaduueckoro (Wicd) u xoncomproro (udhcpc) DHCP-kimuenta. Ilowck B
tabinue wmapmpyruzamuu [IK |IP-agpec mumroza ans nmepepmaum gaHHbIX. OOHapykeHue ¢
nomoisto yrumutel DNS-3anpocos (dig/nslookup) - IP-anpeca DNS-cepsepa. Pabora
«HacTpoiika coenmuHEHHS MEXKIy MapIIpyTH3aTOpOM | CEpPBEPOM KOMIUIEKTa CETEBOM
uHpacTpykTypsl Kinacca TCy:

8. [IpuMeHeHue pa3IMYHbIX TUNOB 0eCPOBOAHBIX ceTeil cBsi3u: Pa3zButne pannocsszu. Cetn
nojBrxkHOM cBs3u (1-5G). becnipoBoanbie TexHonoruu (Wi-Fi). OcoGeHHOCTH cpefbl nepenadn
M0 paJvoKaHAly. OBOJIOIMUS CHUCTEM paJUOCBSI3U. METOIbl CKaHMPOBAaHUS pannoddupa.
OmpeneneHne CyIIECTBYIONMX OecnpoBoaHbIX cereil. AHanoroseie (1G), nmudpossie (2G),
mudposbie yauepcanbhbie (3-5G). Cots, Handover, Rouming. Unentudukaropsr IMSI wu
IMEL Texnonoruu Wi-Fi (802.11) u Wi-Max (802.16). SSID unentuduxatopsl. [Ipumensiembie
TUTIBI M poBaHus. becnipoBoIHBIE KOMITEIOTEPHBIE CETH. MOOUIIBHBIE TOUKH JOCTYIIA.

9. PaamorexHosorun nHTepHera Bemeil. Konpurypaius odopynoBanus c

npumenenneM Wi-Fi dacte 1. Ilepconanbnbie OecrpoBomubie cetu (Bluetooth, ZigBee).
Pamunorexnonorun untepHeta Bemeid. NFC u RFID. Wi-Fi ceru. Ilogkmouenne k Wi-Fi cern.
Hacrpoiika 6ecipoBonHoit Wi-Fi cetn Ha mapmpytusatope. Opranu3zaius Touku goctyna Wi-
Fi nHa cwmaprdone. OOwvenuHEeHHEe ceTeil mepedayd JMaHHBIX 10 OECIPOBOJHOM  CBSI3M.
BecnipoBoHOE coeTMHEHNE MEXTy MapIIpyTH3aTOpaMH. Y JAICHHBIH JOCTYI K KOMITBIOTEPY CO
cmaptdona no Wi-Fi ceru. Pabora «3HakOMCTBO ¢ OeCpOBOJHBIMU CETEBBIMU MHTEpdeiicamu
Wi-Fi»: Tlonyuenne wuHpopmanmu o OecrnpoBogubix wuHTepdeiicax Wi-Fi wa TIK,
Mapuipytuzarope u  cMmaprdone. Pabora «Iloaxmouenne IIK kommiekta cereBoit
uHppactpykTypsl kiaacca TC mo GecnipoBOIHON CEeTH K MapHIPyTU3aTOPY»: MOCPEICTBOM



0eCIpPOBOJIHOIO COEIMHEHMsI OCYLIECTBISIETCA MOAKIIOUEHHE K MapLIpyTU3aTOpy M CMEHa
Ha3zBanuss Wi-Fi cetu (SSID). INonkmouenue IIK x Wi-Fi cetn mapmpyrusaropa. I[Iposepka
JOCTYIHOCTH MapLIpyTH3aTopa, ¢ BKJIIOYEHHBIM U BBIKJIIOYEHHBIM IPOBOAHBIM HMHTEpdeiicom.
[TpocMoTp B BeO- mHTEpdeiice MapuIpyTU3aTOpa CIUCKA MOIKIIOYCHHBIX K OSCIIPOBOTHON CETH
ycrpoiictB. PaGora «becnpoBogHoe mnoakimroueHue cMapTdoHa K - MapUIpyTH3aTOPY»:
MOJIKJIIOYEHUE ITOCPEICTBOM OECIPOBOIHOTO COCAMHEHHUS cMapT(oHa K MapUIpyTH3ATOpYy.
IIpoBepka AOCTYHHOCTH MapLIpyTH3aTopa M CepBepa, IYTEM OTKPBITUS cO cMapT(doHa HX
BEOCTpaHHUIL. [IpocmoTp JTAHHBIX B BeO-uHTEpdeiice MapIIpyTU3aTopa 00
ycrpoiicTBax, moakmoueHHbIX 1o Wi-Fi. Cmena nassanus Wi-Fi cetu (SSID).

9. Kondurypauus oGopynoBanusi ¢ npumeHenueM Wi-Fi gacte 2. PabGora «Hactpoiika
0ecrpoBOTHON CETH Ha MapLIPYTH3aTOpe KOMILIEKTa CeTeBOM MH(pacTpyKTypsl kiacca TCx»:
Hactpoiika WIi-Fi cetm Ha wmapmpyruzarope. I[loakmouenne ITK x mapiipyrusaropy 1o
OecnipoBosHON ceTH. Brikimrouenue mposogHoro uHtepdeiica Ha IIK. IIpoBepka moctyma k
cepBepy. Pabora «Opranuzaius touku gocryrna Wi-Fi Ha cmaprdone»: opranmszanus Wi-Fi
ceru Ha cmaprdone. [Toaxmodyenue 1K k cmaprdony mo Wi-Fi ceru. [lonyuenne nnpopmaryu
0 MOJKIIOYEHHBIX K cMapT(doHy ycTpoiicTBax. PaGora «becnpoBogHoe coennHeHHE MeXny
MaplIpyTU3aTOpaMu JBYX KOMIUIEKTOB CETEBOU MH(PACTPYKTYpPbI

kimacca TCy»: macmrabupoBaHue TpU OOBEAMHEHUM HECKOJIBKUX KOMIBIOTEPHBIX CETed Ha
npuMepe OecrpoBOJHOTO OOBEIMHEHHUS JABYX KOMIUIEKTOB CETE€BOM MH(PAcTpyKTyphl B OJHY
CETh.

10. HNpumenenne Ttexunosorunm Bluetooth. Texuomorms Bluetooth. TMoxkmrouenune IIK k
cmaprdpony mo Bluetooth. TlomkiroueHue mMEpPCOHANBHBIX YCTPOWCTB K  KOMIIBIOTEDY.
[Mpumenenune Bluetooth. Pabora «lloakmoueHHe MHKPOKOMIIbIOTEpa K CMapTdoHy 110
Bluetooth»: akruBanms Bluetooth wa cmapTdoHe M THOAKIIOYEHHE MHUKPOKOMIIBIOTEpA K
cmaptdony no Bluetooth. Pabota «llogkiroueHue nmepcoHalbHBIX YCTPOHCTB K KOMIBIOTEPY»:
MOJKJIIOUEHUE cMapTPoHa WM nepcoHanbHOro ycrpoiictea k I[IK ¢ wucnonszoBanuem
texHosnoruu Bluetooth. Pa6ora «IIpumenenue Bluetooth»: moakmouenne cmaptdona k IIK ¢
ucnonszoBanuem Bluetooth. IMepenaua ¢aitna ¢ 1K Ha cmaprdon. INonyuenue nocryma K
(aiinoBoit cucreme cmaptdona ¢ I1K u utenue panee nepenantoro daiiia.

11. MyabTuMeaniiHbIe cepBUCHI U cepBepbl. BBoaHoe 3ansitTne. MynbTUMeAUHHBIE CEPBUCHI:
IP-tenehonusi, mnepenaua paHHBIX, mnepenada Buaeo. llonstue cepep ycayr. Ilonsrue
TeneoHHON  craHuuu.  Bupeortpancmsuuu.  Buneo-cepsep.  BupeocepBucel.  IPTV.
MynbTUMeaniiHbIe CIy>)KObl MTHOBEHHBIX cooOmeHuil. CoBpeMeHHble TexHoioruun |IP-
tenedonnn. Texunomorust VOIP. [Tporokomst RTP u SIP. Konnenmus IMS.

12. TexHoJIOTHM ceTeBbIX cepBHCOB. [IporpaMMHO-KOH(pUrypHpyeMble ceTH. TeXHOJIOTHH
DNS, HTTP, E-mail. Dnekrponnas mouta. CepBep JJICKTPOHHOW IOYTHI. 3HAKOMCTBO C
npuHIUnaMu pabotsl mpotokosna DNS, u3yuenue cueHapueB paOOThl MPOTOKOJIA, a TaKXKe
3HAKOMCTBO € paboOTOW M HAaCTPOMKOM KIMEHTCKUX U CEpPBEpHBIX NpuioxeHuil. Pabota
«OJIEKTPOHHAS [TOYTa»: HACTPOMKA KIMEHTA YIEKTPOHHON MOUTHI

13. TexHoJiornu nepeaaqyu, 00padoTku U XpaHeHHus AaHHBIX (LleHTpBl 00pabOTKU JaHHBIX U
obnaunble Xpanwnuma aanHeix). Texnonorus FTP. Ilporokon HTTP. ba3wel mannbix. LleHTpsI
00paboTku naHHbIX. OOmaunble XpaHwmma AaHHbX. Jloctynm k o6maunbiM nanHbIM. CeTu
KOHTeHT-TpoBaiifiepa. PabGora «IIporokon TFTP»: 3nakomMcTBO ¢ mnpuUHOMIIAMH PaOOTHI
npotokosia TFTP, usyuenue cuienaprueB paboThl MPOTOKOJA, a TAKKE 3HAKOMCTBO C pabOTON U
HACTPOUKOHN KIMEHTCKHX M cepBepHBIX npuiokeHuil. Pabora «IIpotokon FTP»: 3nakomMcTBO C
NpUHIMIAMUA paboThl mpoTokoia FTP, u3yueHue cieHapueB pabOThl NMPOTOKONA, a TaKKe
3HaKOMCTBO C Pa0OTOW M HACTPOMKOM KIMEHTCKUX M CEepBEpHBIX MpuiiokeHuil. Pabora
«IIpotokon HTTP»: 3HakoMcTBO ¢ mNpuHIMOAMH paboTel mpotokona HTTP, wuzyuenue
CIleHapueB pabOThl MPOTOKOIA, a TAKKE 3HAKOMCTBO C pabOTON M HACTPOMKON KIMEHTCKUX U
CEPBEPHBIX MPUIIOKEHUI.

14. Texuosioruu u odopynoBanue cBsizum (IP-tenmedonms: ATC, tenedonsl, cMapTdOHBI).
Konuenmus u TexHonoruu uHTepHeTa Bemield. TyMaHHble (OrpaHUYHbIE) BEIYUCIICHUS.



[Tonstue mynprHCepBUCHOM cetn Hadanma XXI| Beka. Texnomorust omrmueckoir cetu PON.
CoemectHoe mnpumeHenne PON wu OGecmpoBognoro pocryma Wi-Fi. VoIP. IP-tenedon,
cmaptdoH. IP-ABromaTnyeckas tenedonnas cranius (IP-ATC). Konuenuus nHTEpHETa BEIEH.
Pagnotexnonornn  umHTepHeta  Bemedl. Ilporokonm  MQTT.  Apxutekrypa  ceTeBOi
MHQPACTPYKTYpPbl COBPEMEHHOH CETH ¢ MHTEpHETOM Belied. TymaHHble (IIOrpaHUYHBIE)
BBIUUCIICHUS JU11 00paOOTKU JaHHBIX.

15. BBoaHoe 3anaTHE. O030pHBIH Kypc: 00bEKT, CY0ObeKT, aTaKa, YTp03a, YA3BUMOCTb.
[Tonarue uHpoOpMannoHHOM Oe3onmacHOCTU. V3ydueHne OCHOBHBIX aCMEKTOB MH()OPMAIMOHHON
6e3onacHocTu. IloHsATHE aTaku, yrposbl, YS3BUMOCTH, akTHBa U MX pazinuusd. CrenuanbHble
pa3gensl MaTeMaTUKH, HCIOJb3yeMble B HH(GOPMAIMOHHOH O€30MacHOCTU: MOJAYJbHAs
apu(pMeTHKa, UHTEPIOJSILUOHHbIE (POPMYJIbI, paCIIMPEHHBIH aropuT™ EBKina, KBagpaTHUHbIE
BBIUETHI.

16. Kubep6e3onacHoCTb.

Wzyuenne monsaTHs kubepbOezonacHoctd. OCHOBHBIE OTIWYMsA KHOEpOE30MacHOCTH  OT
nHpopmannoHHon Oe3omacHocth. [lonsiTre 1uppoBoit araku. VM3ydeHHe OCHOBHBIX CIIOCOOOB
IIOJyYeHHUs HECAHKIIMOHMPOBAHHOIO JOCTyNa K KOH(UIEHIMadbHO HHpopmauuu. M3yuenue
MEXaHH3MOB KHOEepOE30IMacHOCTH.

17. MaTtemaTn4yecKkHne OCHOBbI KPMIITOJIOTHH.

ITonarue xpuntonoruu. OcHoBbl Teopuu uucend. IlonsaTus rpynmel, konbua, nois. [lonarue
OTHOIICHHS SKBHBAJICHTHOCTH, H30Mopdu3ma, romomoppusma. [loHATHE KoybIIa KIIacCOB
BblueTOB. IIpuMeHeHMe METOJOB  MareMaTH4YecKOW  KpUOTOJIOIMH B COBPEMEHHOM
Kpunrorpaduu.

18. Beenenue B kpuntorpaduio.

[onsarue xpunrorpadpuu. Knaccuduranus mmdpos. OnpeneneHue napaMmeTpoB, OCHOBHBIX
cBOHCTB U ocobeHHocTel. Knaccnueckas kpunrorpadus: mudp Lezaps, mudp Buxenepa,
umdp Ineiidepa. [lorsrue cummerpudeckoit kpunrorpadun. [loHsaTHe acuMMeTpHYECKON
kpunrorpaduu. IIudpel 3amMeHbl, HepecTaHOBKY, TOTOKOBBIE IU(PHL. [ToHaTHe

X31I-(pyHKIMH, CBOWCTBA TpeOoBaHus U ocodeHHOCTH. Kpuntorpadhuueckie mpuMUTHBBI

U1 HU(PPOBON MOAMUCH.

19. OcHoBbI Teopuu HHpopManuu B Bonpocax odecneueHusi Ub.

ITonatue xonuuecTBeHHOU Mepbl nH(popMmanuu. [lonsTre suTponuu. [lonsarue
nH(pOpMaLIMOHHON cUCTeMBI. JIUCKpEeTHbIE U HENPEPbIBHBIE HH(OPMALIMOHHBIE CUCTEMBI.
CucteMmsl 3a1UTHl THPOPMAIIUHU C TOYKH 3PEHUS] TEOPUU UH(OPMAIIH.

20. TexHu4ecKkue cpeIcTBa 3alIMTHI HHGOPMALMH.

ITonaTue TexHuyeckoi 3amuThl HHPopManuu. Knaccudukanus TeXHUUECKUX KaHAIOB

yreuku nHopmanuu. 3yueHue cpesicTB MPOTUBOACHCTBUS yTEUKaM 110

3JIEKTPOMarHUTHOMY, BUOPOAKKYCTHUECKOMY U BHJIOBOMY KaHajlaM YTeUKH HH(POpPMaLUK.

21. Tlpuemsl obecnieyeHnst HHPOPMALHOHHOH 0€30NMACHOCTH JIMYHOTO MPOCTPAHCTBA.
[TonsiTre nepconanbHON MHGOPMALTMOHHOMN Oe30MacHOCTU. AHAIM3 METO/I0B COLMATbHON
WH)XeHepuu. M3yueHne 0CHOB NepcoHaNbHOIN HH(OpMAIIMOHHON 0€30IacCHOCTH.

@opMHpOBaHNE KOMITBIOTEPHOW 3TUKH JUJIS1 IPOTUBOACHCTBHS IEUCTBUAM

3JI0YMBIIIJICHHUKA B IEJAX IMYHON 0€30IacHOCTH.

22. OCHOBBI BUPYCOJIOTHH.

[TonsiTre koMmploTepHOTO BUpyca. Knaccudukaius BpeIoHOCHBIX IPOrpamMm,

OIpeJIeNIeHus, OCHOBHBIE CBOMCTBA U ocoOeHHOCTH. [ToHATHE pe3naeHTa, TPOSHCKOTO KOHS,
yepBs. CriocoObl 3apaxeHnus nporpamMm. Knaccudukanus aHTUBUPYCHBIX TPOTPAMM.

M3yueHne 0CHOBHBIX CIIOCOOOB MPOTHBOCHCTBUS BUPYCHBIM aTaKaM.

23. IIpo6JieMa BUPYCHOI'0 3apaskeHUsI H CTPYKTYPa COBPEMEHHbIX BUPYCOB.

[Ipennoceiiku GOpMHUPOBAHUS U COBEPILICHCTBOBAHUE CHCTEMBI 3aIMThI HH(OpMaIiu B

Poccun, HOpMaTHBHBIE U IPABOBBIE aKTHI B 00J1aCTH 3alIUThl HH(popManuu Poccun B

nepuog XV-XVII BB. 1o Hamux qHEi.

O6pasoBanue Poccuiickoro rocyaapcrsa. @opMHpOBaHUE OPraHOB rOCY1aPCTBEHHOTO



ynpasieHus. CKiraibIBaHue 3JeMeHTOB 3amuThl nHGopmannu B XV-XVII BB.; nocTronHcTBa
Y HEJIOCTATKW CUCTEMBI 3amuThl HHMopmaruu B Poccuiickoit ummepuu B XIX — Had. XX B.;
24. 3akoHoaaTeIbHASI H HOPMATHBHAA 0a3bI M0 MHPOPMAITHOHHO 0€30MACHOCTH.
bazoBeie 3ak0HBI B 00J1aCTH HH(POPMAIIMOHHOM 0€301MacHOCTH, 3aIUThl HH(opMaIuy,
nHpopMannoHHbIX TexHoJorui. [TonaTue Talinbl. OCHOBHBIC BHIBI TaitH. Kogekchl,
BKJIIOYAIOIIME B CE0s IPaBOBbIE BOIIPOCHI 3aIUThHI OXPaHAEMON 3aKOHOM TalHBI.

25. OcHOBHbIE MOHSTHS U MPAKTHUKA NPUMeHeHUus1 3aKOHA 0 ToCcyapCcTBEeHHOI TaliHe.
3axoH P® «O rocynapctBeHHOM TaliHe». OCHOBHbIE OHATHA. [[pMHIINIIBI 3acEKpeUnBaHus
U PacCEKPEUYNBAHUS CBEICHUH, COCTABIIAIOIIMX FOCYIapCTBEHHYIO TaliHy. Jlomyck u nocTyn
K CBEJICHUSM, COCTABIISIIOIIMX ITOCYJapCTBEHHYIO TailHy. JIulieH3upoBaHue NesTeIbHOCTH
MPENPUITHI B BOIIPOCAX TOCYAAPCTBEHHOUN TalHBI.

26. Kommepueckasi TaiiHa HA PeANPUSATHH.

OcHoBHble OHATHS. Pexxum kommepuecko TaiiHbl. IIpenocraBnenue cBeneHmi,
COCTaBJIAIOLIMX KOMMEPUYECKYIO TaiiHy. [IpaBonpumMeHeHne nojioKeHui 3aKkoHa o
KOMMEPYECKON TallHE HA IIPEANPUATHH.

27. IIpaBoBbIe BONPOCHI 3AIIIMTHI MEPCOHATBHBIX TAHHBIX.

HopmaruBHas 1oKyMeHTalust B 001aCTH 3aIUThl IEPCOHAIBHBIX TaHHBIX.
[IpaBonpumMeHeHNE M0JI0KEHUH HOPMAaTUBHBIX JOKYMEHTOB B YCIIOBUSX MPEANPUATHUS.
Bomnpocs! 3a1uTsl NepcOHANIbHBIX JaHHBIX B CyZeOHOM nopsiake. Onucanue MnoJMTHKA
3alUThl NEPCOHAIBHBIX JAHHBIX U OPraHU3ALIMOHHBIX MEp IO UX 3alllUTe.

28. Opranu3auuoOHHbIE BONPOCHI 3a1IMTHI HHGOPMALMHK HA MPeANPUATHH.

OcHOBHBIE BU/IBI YTPO3 HHPOPMAITMOHHOH 0€301macHOCTH. 30HBI OE30ITaCHOCTH.
Opranu3anus oxpaHsl OpeAnpusaTUsa. Buabl oxpansl. BHyTpHoObeKTOBBIN pexxuM Ha
npennpustuu. [Ipuem Ha paboTy nepconana u padoTa ¢ HOCTOSTHHBIMU COTPYTHUKAMHU.
3amura nHGopmanuu npu padore co CMU u npu peknamMHo# nestenbHocTH. Opranusanys
COBEIIaHUH U KoHpepeHIMiH. Moaenu yrpo3 HHPOPMALMOHHOM 6€30M1aCHOCTH.

29. JIunieH3upoBaHue BUJIOB JESATEILHOCTH B 001aCTH 3aIUThl HH(POPMALUH.
l'ocynapcTBeHHas cucTeMa JTUICH3UPOBAHUS U CePTU(DUKAIIUH CPENICTB 3AIIUTHI
uHpopmanuu B Poccuiickoit denepanyu. Opransl IMLEH3UPOBAHUS U CEPTUPUKALINU, UX
3anauu U QyHKIMU. OTBETCTBEHHOCTh 32 MPaBOHAPYILIEHUS B 00JaCTH 3alllUThI
uHpopmanuu. OCHOBHbIE NTpaBOHApPYILIEHHs B cepe Oe30MacHOCTH HH(pOopMaLuu
OTPaHUYEHHOTO J0CTYIa, HE OTHOCSALIEHCS K TOCYJapCTBEHHOM TallHE.

30. MexyHapoaHas HH(GOpMaIMOHHas 0€301aCHOCTb.

[TpaBoBbIe 0cHOBHI HH(OpPMAIIMOHHOM Oe30macHocTH B cTpaHax Espombl, CIIA, A3um.
I'ocynapcTBeHHOe peryaupoBaHue GyHKIHOHUpoBaHus cetu MHTepHeT. HanmonanbHas
3aluTa KOMMEPYECKON U TOCYJapCTBEHHOM TaliHbI. 3aKOHOJATENbCTBO B 00J1aCTH
KOMIIBIOTEPHBIX NTPECTYIUICHUH.

31. CTpyKTYpbl BHIYUCIUTENBHBIX ceTeil. OCHOBHBbIE OHSTHS U ONpe/ieJeHUsI B
CUCTEMax pa3rpaHUyeHUs] U KOHTPOJISI JOCTYIIA.

[ToHsATHE BEIYMCIUTENBHOM ceTH. M3ydeHrne OCHOBHBIX TOIOJIOTUH ceTH. M3yuenne
crpykrypbl Mosienn OSI. TloHsiTHE CHCTEMBI pa3rpaHUYeHUsT © KOHTPOJIS JocTymna. Monenn

pasrpaHUYeHMst JOCTYIIA.

32. OcHOBHBIE ceTeBbIe MPOTOKOJIbI 0€30MACHOCTH.

ITonsatue rexnonorun VPN. N3yuenne nporokosnos PPP, PPTP, L2TP, IPSec. IIporokon
Kerberos. ITporokonst PAP u CHAP. ITporoxon RADIUS. ApxurekTypa npotokoina IPSec.
33. AyrenTudukanus: onpeaeaeHus, CBOICTBA, TpedOOBAHMSI.

[TonsiTe MHOTO(AKTOPHON ayTeHTHU(PHUKAIIUHU, CBONCTBA, MpuMepkl. JlokanbHas u
yJaJleHHas ayTeHTU(HUKALHS, OCHOBHBIE OCOOCHHOCTH U CBOMCTBa. [loHsATHE MpOTOKOIA
ayreHTUuKauuu. [IpoTokosnsl ayreHTH)UKAIMHN 0€3 pa3riialieHusl.

34. Be3onacHOCTh B AaBTOMATH3UPOBAHHBIX HHPOPMAIIMOHHBIX CHCTEMAX.

[TonsiTre aBTOMaTH3UPOBAaHHOM cucTeMbl. CTPYKTYypa CHUCTEMBI 3alIUThl HH(OpMaLIUU
aBTOMATHU3UPOBAaHHOU cucTeMbl. CUCTEMBI 3aIIUTHl UHOPMAIIUU OT



HecaHkroHupoBanuoro aoctymna (SecretNet, DallasLock).

35. CpeacTBa MOHMTOPMHIA BBIYHCIUTEIBHBIX CETEN.

[TonsiTue cucrtembl 0OOHapy)eHUS BTOp )KeHU. M3yueHne ckanepoB 6€30MacHOCTH
(XSpaider, Cxanep-BC, nmap). TecTupoBaHue TOKaIbHOW BEIYUCIUTEIHLHOM CETH HA
MIPOHUKHOBEHHUE. V3yueHne MeToioB «0eIoro» U «4epHOro» SIIUKOB.

36. MyJibTHAareHTHbI€ CUCTEMBI - IOHATHE, CTPYKTYpa U Tunbl. [Ipumepsr MAC.
AHanu3 ys3BUMOCTEH, yrpo3 U aTak Ha uHpopmanuoHHyo 6e3onacHocts MAC. IIpobieMsr
nHpopmannonHoit 6e3onacHoctT MAC. IToaxos! K UX PEIICHHUIO.

Bonpocer uagopmarnmonnoit 6ezonacioctd MAC. Yszsumoctu MAC. Ataku nHa b MAC,
npu3Haku atak Ha Ub. Metonbt obecrieuennst b MAC. Metoibl 00HapyKeHUS aTak.
Mertonbl npoTuBOAcHCTBUSA atakaM. [101X0abI K OLIEHKE NPUMEHUMOCTH METOA0B
obecnieuenuss Ub MAC.

Anroput™Mbl 6e30macHOro B3auMoieiicTBus areHToB B MAC, MOAXO0/BI M CPEICTBA KOHTPOJIS
nokasarenei 3¢ dekruBHOCTH PyHKIHOHUpOoBaHUs MAC u obecnieueHus HHGOPMAITMOHHON
37. UHTesuIeKTYyaIbHBIE MeTO/IbI ynpaBieHusa MAC.

Mertoabl caMOoOpraHU3aIMK PACIIPEACICHHBIX CUCTEM. METOIbl HHTEIIEKTYaIbHOTO
ynpasienuss MAC. Cmeniannble cTpateruu ynpasieHnus. PoeBoii nntennekt. [Ipumepst
npumenenus. Paspaborka cuenapues npumenenus MAC. Ilpoextuposanne MAC.

38. OcHoBBI PyHKIIHOHAJILHOM 0e30nmacHocT MAC.

Konuenmus ¢ynkinuonansHoit 6e3onacHocTd. OCHOBHBIE MOHATHS, TOKa3aTeNN, METOIbI
obecrieuenus ¢pyHknuoHansHOU 6e3onacnoctn MAC. IIpumepst. HopmaTuBHO-TIpaBoBas
OCHOBA.

39. MoaesmpoBaHue 1eCTPYKTUBHOTO Bo3aeiicTBus Ha MAC.

OcCHOBBI MAaTEMaTHYECKOTO MOICTIMPOBaHUs. BBeieHIE B UMUTAIIMOHHOE MOJICTTUPOBAHUE.
HNHcTpyMeHTH UMUTAIIMOHHOTO MozienupoBanus. Monenupoanne MAC. [TnanupoBanue
skcniepuMeHToB. [TocTpoenune moaeneit MAC.\

IToypouHoe ni1aHMpoBaHUe

Ne Temel Kon DopMel
u4e
CTBO
qac
OB

1. TexHoyoruu nepeaavuu J1aHHbIX U MPOBOJAHLIX cerei

1. | Ceru nepenaun 1aHHBIX 1 BBoanas mexkmus

2. | O6opynoBaHHe U TEXHOJIOTUH NTE€PEJauu JaHHBIX. 1 Jlexuus

3. | CereBbie unTepdeiico 1 Jlexuus

4. | CereBble unTepdeiico 1 Cemunap

5. | OneparmoHHBIE CUCTEMBI 1 Jlexuus

6. | Oprausanys v NOAKIIOYEHUE IPOBOIHON CETH 1 [MpakTukym
nepeaayy JaHHBIX

7. | UaTEepHET MPOTOKOJI ¥ BCIOMOTATEIIbHBIC 1 Jlekuus
ITPOTOKOJIBI

8. | nTepHeT MpOTOKOJI M BCIOMOTaTeIbHbIE 1 CemuHap
TTPOTOKOJIBI

9. | Kondwurypanus cereBbix HHTEpHEHCOB 1 1 Jlexums
MapuIpyTU3aluu

10} Konduryparnus cereBoro 060py10BaHus 1 CemuHap

2. TexHos10THH 0ECTIPOBOIHBIX CeTeil
11} ITpumeHeHue pa3IMYHBIX TUIIOB OECIIPOBOIHBIX 1 Jlexuus

cerel cBs3u:Pa3sBuTue painocBssu

12] Cetu nmoaBmkHo#M cBsizu (1-5G) 1 Jleximst




13 Ceru nmoasrxkHoii cBsazu (1-5G) 1 Jlexmms
14] BecnpoBoanbie Texnosioruu (Wi-Fi) 1 CemunHap
15] Becnposoansie Texuonoruu (Wi-Fi) 1 Cemunap
16] PagnoTexHOI0THY HHTEPHETA BEIICH 1 Jlexums
17) PangnoTexHOI0TUY UHTEPHETA BEIlIe 1 CemuHap
18| Koudurypanus odopynosanus ¢ npumeHenuem Wi- | 1 Jlexus
Fi
19 Kouduryparus obopynoanus ¢ npumeHenuem Wi- | 1 Jleximst
Fi
3. CeTeBble CEPBUCHI
20} MynbTHMEIUHHBIE CEPBUCHI 1 CEPBEPHI 1 Jlexumst
21. | TexXHONOTHH CETEBBIX CEPBUCOB 1 Jlexusg
22. | TeXHOJOTHH CETEBBIX CEPBUCOB 1 Jlexusg
23. | IlporpamMmmMHO-KOH(UTYpUPYEMBIE CETH 1 JTexius
24. | Texnonoruu nepenayu, 00pabOTKU U XpaHEHUS 1 Ulexius
naHHbIX (LleHTpsl
00pabOTKH JaHHBIX M 00JJaYHBIC X PaHUIUIIA
JTAHHBIX )
4. KoHBepreHTHbBIE CeTH
25. | TexHonoruu u 000pyI0BaHHUE CBA3H 1 JIexms
26. | TexHoMOTHM 1 00OPYIOBAHUE CBS3H 1 CemuHap
27. | IP-tenedonus: ATC, renedonbl, cMapTPOHBI 1 [IpakTrKym
28. | KoHnenus 1 TeXHOJIOTUN HHTEPHETA BEIICH 1 CemuHap
29. | TymaHnHbIe (TOTpaHUYHBIC) BHIYUCTICHUS 1 CemuHap
5. BBenenue B nHGOPMALMOHHYIO 0€30N1ACHOCTH
30. | 3HakOMCTBO C MOHATHAMH: "00BEKT", "CyOBEKT", 1 Jlexmus
"aTaKa","yrpOSa,",
"ySI3BUMOCTB .
31. | Kubepbe3zonacHoCTh 1 Jlexrust
32. | Marematudyeckue OCHOBBI KpUTITOJIOTUU 1 Jlexius
33. | MaremMaTnuecKkue OCHOBBI KPUIITOJIOTUH 1 Jlexuus
34. | Beenenue B kpunrorpaduo 1 Jlexums
35. | Beenenue B kpunrorpaduio 1 Jlexus
36. | OcHoBbI TeOpUH MH(OPMAIH B BOIIPOCax 1 Jlekmms
obecrieueHus
1H(GOPMaIMOHHOM 6€30aCHOCTH
37. | TexHuueckue cpeacTBa 3alIUThl HHPOPMALIUU CemuHap
38. | Ilpuemsl obecnieuenus HHGOPMATHOHHOIH 1 [IpakTuKym
0€30MMaCHOCTH JTUYHOTO TTPOCTPAHCTBA
39. | OcHOBBI BUPYCOJIOTUH 1 Jlexus
6. [IpaBoBbIe acneKThbl HHGOPMAIMOHHOI 6€30MACHOCTH
40. | Ipenmockutku GOPMUPOBAHUS U 1 Jlexums
COBEPIICHCTBOBAHNE CUCTEMBI 3alTUTHI
nHpopmanuy B Poccuu, HOpMaTUBHBIC U TTPABOBHIE
aKTBHIB 00J1acTH 3amuThl HHpopManu Poccrun B
(502 (Vi
XV-XVII BB. 10 Hamux aHen
41. | 3akoHOnaTenbHas ¥ HOPMAaTHUBHAs 0a3bl IO 1 ek
nH(pOPMAITMOHHOM
0€30MacHOCTH




42. | OcHOBHBIE MOHATHS U MTPAKTHKA MpUMeHeHus 3akoHa| 1 Jlexkust
0 rOCYyapCTBEHHOU TaliHE

43. | Kommepueckas TaitHa Ha IpeIPUITAN 1 Jlekiust
44, | IlpaBoBbIC BOIPOCHI 3aIIMTHI IEPCOHATBHBIX JaHHBIX| 1 Jlexnms
45. | Opranu3aioHHbIC BOTPOCHI 3alIUThI HHPOpMaI | 1 Jlexusg
Ha
PEIIPUSTHH
46. | JluuensupoBaHue BUAOB I€ATEIHLHOCTH B 001aCTH 1 Jlexiust
3aIIUTHI
yuHbopMaIu
47. | Mexnaynapoanas unopmannonHas 6ezonacHocts | 1 Jlexiust
7. deMeHTBI ceTeBOl 0e30IaCHOCTH
48. | CTpyKTypbl BBIYUCIUTEIBHBIX CETEH 1 Jlexust
49. | CTpyKTypbl BEIYUCIUTENBHBIX CETEH 1 JTexnust
50. | OcHOBHBIE MOHATHUS U OIMIPEICTICHUS B CHCTEMAaX 1 Jlexnust
pasrpaHUYCHUSAN
KOHTPOJIS TOCTYTIA
51. | OcHoBHBIE ceTeBbIe MPOTOKOJIBI 0€30MaCHOCTH 1 Jlexius
52. | OcHOBHBIE CETEBBIC TPOTOKOJIBI 0€30MaCHOCTH 2 Jlekus
53. | Ayrentudukaius: onpeaeneHus, CBOICTBa, 1 Jlekums
TpeOOBaHUS
54. | bezonmacHOCTh B aBTOMAaTU3UPOBAHHBIX 1 Jlexmms
MH(POPMAIMOHHBIX
crcTeMax
55. | CpencrBa MOHUTOPUHTA BRIYUCIUTEIBHBIX CETEH 1 JIekiust
8. bezonacHocTh MyabTHareHTHbIX cucteM (MAC)
56. | Amamu3s ys3BUMOCTEH, yTpo3 U aTak Ha 1 Cemumap
nHpopmanronHyro6e3onaciocts MAC
57. | lIpobnems naopmarronnoii 6ezomacaoctt MAC. | 1 Jlexius
IToxop! KUXpEHIeHNIO
58. | Anroputmbl 6€301MacHOTO B3aUMOCHCTBYSI areHTOB | 1 Jleximst
B MAC
59. | Ioxxombl ¥ cpesicTBa KOHTPOJIS OKa3aTenei 1 Jlexiust
s pexTuBHOCTH
¢yHkuronuposanuss MAC
60. | UnTemrextyanbHble MeTOBI yripaBienuss MAC 1 Jlexmms
61. | OcHoBbI pyHKIIMOHAIBEHON Oe30omacHocTH MAC 1 Jlexus
62. | MoaenupoBaHue AECTPYKTUBHOTO BO3/ICHCTBUsI HA | 2 Jlekmms
MAC
63. | MonenmupoBaHue IeCTPYKTHBHOTO Bo3ieiCcTBUsi HA | 1 Jlexuus
MAC
64. | MonenmupoBaHue AIeCTPYKTHBHOTO Bo3ieiCcTBUsi HA | 1 ek
MAC
65 | PesepBHOE Bpems 2
Hroro 68

PecypcHoe o0ecnieueHne Kypca BHEYPOUHOM 1esITeJIbHOCTH
1. Babam A.B. MudopmaumonHas OGe3omacHocTh: JlaGopaTopHblii npaktukym / A.B.
ba6am, E.K. bapanosa, FO.H. Mensuukos. — M.: KaoPyc, 2020. — 432¢
2. Bexop B. b. KoMnbloTepHBIE NPECTYILIEHHS: CIOCOOBI COBEPIIEHUS U packphbitus / B.B.
Bexos; o pen. akan. B.I1. Cmaropunckoro. — M.: IlpaBo u 3akon, 2021. — 182c.



3. 3aneunukos C.B. MudopMamuonHas 6€30MacHOCTh OTKPBITHIX cucTeM. B 2-x 1. T.2 —
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Vmakos. — M.: I'JIT, 2022. — 558c.
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